Appendix 1 — Indicators of Compromise

Folders created by the malware
%APPDATA%\Roaming\NTLocalAppData
%APPDATA%\Roaming\LocalDataNT
%APPDATA%\Roaming\NTLocalData

Malicious attachments

File name

MD5

Ortpacnesas nporpamma 3akynok [MAO POCATOM.exe

34A1E9FCC84ADCAAB2EC364845F64220

Otpacnesas nporpammMa 3akyrnok MAO POCATOM (ko
917815).rar

59e172ec7d73a5c41d4dbb218calaf66

OPLATA REESTR skrin dogovor.doc.com

doc.pdf.oplat 27.12.2017.rar

1c nn.pdf

DDCD67B7B83E73426B4D35881789E7DC

(Ne 444.pdf.com

HOBbI TEKCTOBBIN. txt.com

2374C93EFBE32199B177EB12F96B6166




Hallaj PRO Rat

567157989551a5c6926c375eb0652804

AzoRult

5a610962baf6081eb809a9e460599871

Malware modules installed in the system

File path in the infected system

MD5

%APPDATA%\Roaming\NTLocalAppData\winspool.drv

3EESC1AB93EFE2C4023275B64652D015

160E19D53A441715B6BFO8C4D48BODAC

964E8B7A72B5A8013355899A6AC086C7

5A6EFA2921D3174BB9808FA3A3400D13

E70F6D97CFA140D34F1D47860F2F7E13

%APPDATA%\Roaming\LocalDataNT\winspool.drv

3eebclab93efe2c4023275b64652d015

SA6EFA2921D3174BB9808FA3A3400D13

5b85ad4de2c70479b2b98378410b4b3c

%ALLUSERSPROFILE%\rfusclient.exe

4f980bf18db0bcf44b088ca64b015513

%ALLUSERSPROFILE%\rutserv.exe

442d8a7375e2c60b9975c7fb2fb7370e

%APPDATA%\Roaming\LocalDataNT\msimg32.dll

70c16fce0ad89c77345ccfebaee22e8a

%APPDATA%\Roaming\NTLocalAppData\msimg32.dll

8c4e9016b9b4db809dd312f971a275b1

16b4ebfdf74db8f730f2fb4d03e86d27

%APPDATA%\Roaming\NTLocalData\rmmzx.exe

7e680f2c66fch42facd8630cce2abe2c

Legitimate objects used by the malware

File path in the infected system

MD5

%APPDATA%\Roaming\LocalDataNT\seldon1.7-
netinstall.exe

f3cb88f1b5e6717b1c45c67f66009afd

%APPDATA%\Roaming\LocalDataNT\vp8encoder.dl|

3e6c2703e1c8b6b2b3512aff48099462

%APPDATA%\Roaming\NTLocalAppData\vp8encoder.dll

%APPDATA%\Roaming\NTLocalAppData\IMG.JPG

42752438b8903a00d17b93ec354643b8

%APPDATA%\Roaming\NTLocalData\IMG.JPG




a027cb63ce9e3842e2fda29951ac0626

4ff18a14437332737a7adfaf3fdc8894

fa7bf66cf0d1ffd8773848cc0e9d97da

_ o 1397ba437d24a03931720287007a2ce5
%APPDATA%\Roaming\LocalDataNT\notification.rcfg

482ad30376b02fc43bd84521dd823f20
9

%APPDATA%\Roaming\NTLocalAppData\notification.rcfg




HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\SkypeCOSvcService.exe

C:\Windows\system32\regsvr32.exe /s scrrun.dll
"C:\Users\user\AppData\Roaming\NTLocalData\msi
mg32.dl" htvrh666
"C:\Users\user\AppData\Roaming\NTLocalData\Skyp
eCOSvcService.exe" r

HKEY_CURRENT_USER\Software\TektonIT\Remote
Manipulator
System\Server\Parameters\CalendarRecordSetting

HKEY_CURRENT_USER\Software\TektonIT\Remote
Manipulator System\Server\Parameters\Internetid

HKEY_CURRENT_USER\Software\TektonIT\Remote
Manipulator System\Server\Parameters\notification

HKEY_CURRENT_USER\Software\TektonIT\Remote
Manipulator System\Server\Parameters\Options

HKEY_CURRENT_USER\Software\TektonIT\Remote
Manipulator System\Server\Parameters\Password

Settings for the program’s parameters

Typical characteristics of the network activity of legitimate software used by the attackers

1. Host: server.remoteutilities.com

Host: rmansys.ru

Host: rms-server.tektonit.ru

User-Agent: Mozilla/4.0 (compatible; RMS)

Connections to servers *.teamviewer.com

Nogasrwd

Servers used by the attackers

The web resources listed below are not associated with any real-world organizations; the attackers chose some of

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; DynGate)

A combination of the following fields in HTTP headers: HTTP/1.0 and Content-Type: image/jpeg.

the domain names to disguise their resources as the resources of well-known companies.




rule RMS winspooldrv_dllhijack {

meta:
description = "winspool.drv malicious file used in RMS RAT"
hash = "5a6efa2921d3174bb9808fa3a3400d13"
hash = "bb188ele92e2be8alff009fe22f58F 71"

version = "1.1"
strings:
$al= "Password.rcfg" fullword
$a2 = "Password.rcfg” wide fullword

$b1= "winspool.drv'" fullword
$b2= "killrms" wide fullword
condition:
uint16(0) == Ox5A4D
and any of ($a*)
and all of ($b*)
and Ffilesize < 100000

}
rule TeamViewer_msimg32_dllhijack {
meta:
description = "msimg32.dll malicious file used in TeamViewer"
hash = "16b4ebfdf74db8f730F2fb4d03e86d27"
hash = "8c4e9016b9b4db809dd312f971a275b1"
version = "1.1"
strings:
$al="msimg32.dI1" fullword
condition:

uintl6(0) == 0x5A4D
and any of ($a*)
and pe.exports(''SvcMain'™)



