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strPath = DesDir & SKkMMBXmNbPCwurUQIJQcF

Data = Data + SkMMBXmNbPCwurls
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Excel  Auto_Open Excel
AccessVBOM

shellcode shellcode 0x34  0x38



DLL 17f2d8.dll
_ReflectiveLoader@4

DlIMain 0x10030028 0x1000 0x69



C&C

int w3; //

switch ('22)
{

ca

se 1:

sub_18085634((1int)az, . 1); /i
break;

case 2:

sub_10003B6A(=23);

break;

case 3:

sub_180083609() ;

break;

case 4:

sub_1000368C(Llen);

break;

case 5:

sub_1888361D(1len, a3); /i
break;

case 9:

sub_100054€0(len, 1); /1
break;

case OxA:

sub_10083D1E((int)a3, , "wbt); /4
break;

case BxB:

sub_lo004C29(az, |H /1
break;

a case OxC:

p sub_1000387A(len, a3); /1 AT
break;

case BxD:

x sub_100052D1(1len, 23, 1);

break;

Bt

e

HIRE A

iinacd

F
=
o
T

Shellcode

VBS shellcode
shellcode shellcode



S eguuy  BuuRRUYL

SR R ‘AR ¥BER:,

AR lan 250,

09060008
89000008 SE

©g000: 68600009 8B 1E
seqbpo: 00B0ON0B 83 C6 04
sey060:00006BBE 88 2C
seqB80:00008818 31 DD

Con(QQ0R000017, 99 0K QAL

segUE: BINEHIS
SegGo0: 00006616
eqUiA BTG
o HHE D e ' o HHE

51 seqiiig:
% ~e¢q0ia:
sdi Sequai:
i e N

Leqidl;

PRONERIE 21 DI

pooeasIn 89
HUUHHHTL O
HHUHHHTE

HoaaeE2 1
(1 (3 3

shellcode
sub 8 prgcff?a%drv
pop  esi
!-" QWK-
add esi
noy ebp,
Kot ebp.
A, A
push
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