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CreateProcessWithLogon ' username "uac"’ domain

"is"" password "useless"DZ

a84044DD mou word pty [ebp+Username], ‘u’

B84 044E 6 push eax ; 1pProcessInformation

B84 BULETF lea eax, [ebp+Startupinfo]

084 B44LED push eax ; 1pStartupInfo

084 044FE push ebx ; lpCurrentDirectory

a84 04 4EF push ebx ; 1pEnvironment

B84 BLLF B pusch ebx ; duCreationFlags

084 044F1 push ebx ; lpCommandLine

084 044F 2 lea eax, [ebp+Username]

084 B44F8 push [ebp+1pApplicationHame] ; lpApplicationHame

a84 B4 4FB mouy word ptr [ebp+Username+2], 'a’
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004012F1 push RT_BITHAP

004012F3 push 118

A04B12F5 push eax

B04B12F6 1ea eax, [ebp+var_194]
804812FC push eax

8a4812FD call loadcfqfromres
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COM IARPUninstallStringLauncher "D
UninstallString xcopy.exe msTracer.dll  system32 n DZ?
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T4FF75SE mow edi, offset aSrvlic dl1 ; “srulic.dll"
7UFF7563 push edi ; wchar_t =
TUFF7S 6L mow esi, eax
FUFF75606 call ds:wcslen
A2v 32  Window 7 n ' tempO % system/msTracer.dlIDZ
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DZ
push offset aMWstracer_dll ; "msTracer.dll™
push BCh ; int
1lea ec¥, [ebp+lpFilename]

call sub_18a8p135
push [ebp+lpFilename] ; lpLibFileMame

call esi ; LoadLibraryW
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int

offset aSuccess
[ebp+arg_4]
sub_1888244Y4
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esi, eax

eax, [ebp+irc]

82 : Size
eax s Src
esi : Dst
memcpy
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