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Ԑ ῃꜚ ῤ  
   

Ԑ  ̆ AWS ₮ ⱳ ̆ ₮ ԍ Windows Server 1809 

 EC2 AMI,Amazon MQ ף₮ ⱳ ,AWS Server Migration Service 

ⱴԅ Ⱶ ,Amazon EKS Kubernetes  1.11 ₮

ⱳ , ₮ῃ  Amazon DynamoDB ,Amazon EC2 

₮№ ̆ ғ AWS Storage Gateway ⱳ ̆

ץ Amazon MQ ╠  PCI  ISO ⅞̕ VMwareҍ Ԑ

₮ Stack-V Ԑ ‗ ̕Azure ⱬ ̕ ↕ Ạ ̆

Ԑ ̕ Ԑ ѿף ꜚ  

200%Ȃ 

Ԑ ̆ ῾Ḥ҉ ҩ OpenStack ῾ḤԐ ̕EasyStack

ꜛⱬ ├ ҙ Ԑ ̆ Ҭ ├ȁ ├ȁ ̕Ӝ Ԑ

֦ ῃ Ԑ ᴪ̆ ꜚ ҙ  Ȃף

Ԑ ῃ ̆ Һ ῏ ֟

̆ ҹ ҹ ῃ ꞉ ⅞ ᵬᴩᵄ̆ ֟ ᶃ ̆

TSOC Ῥ ῀ Gartner SIEM ⱬ ̆ Ԑ ḤꜛⱬҬ

ᴑҙ⇔ ̆ VenusEye- Ҭ ῃ ῀ᶃ ̕ Ḥ

EDRꜛⱬ´ ҙḤ ̕ Gartner ҹ֒ ᴑҙ

ῃ ֒̕Ḥ ῃ῀ ῃ ȁ ל ̕ ľ

ῃ +Ŀᵣ ̕ EDR 3̕60ᴑҙ ῃ IDC ҹҬ

̕ ᾥ Fortinet ₮Ԑ ῃ ⱵȂ 
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ῤ Ԑ+ ῃꜚ  

ѿȁ Ԑ ꜚ  

1.  AWSԐ ῃꜚ  

1.1  ₮ ԍ Windows Server 1809  EC2 AMI 

12 4 ̆AWS ₮ ԍ Windows Server 1809  (LI)  

Amazon Ἕ (AMI)̆ ץ Ḃ  Windows Server 

Ȃ  Windows Server  Kubernetes ̆ ԍ

ԍ Ⱶ ף  Windows ᶏ ᶛȂ 

 Amazon EC2 ҉  
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1.3  AWS Server Migration Service ⱴԅ Ⱶ  

12 6 ̆AWS Server Migration Service (SMS) ᶫ Ⱶ ̆ᶏ

׆ Ҭ ⌠ Amazon EC2 ⱴ ғ Ȃ ץ ѿ Ⱶ ᵬ

ҹ ҩ ᾝ ̆ Ҍ ⱬ ҩ Ⱶ └ ᶭ ῏ Ȃ Ⱶ

̆Server Migration Service ԅ ̆ ᵞԅ

₮ Ȃ 

AWS Server Migration Service 
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2.  VMWareԐ ῃꜚ  

2.1  VMwareҍ Ԑ ₮ Stack-V Ԑ ‗  

12 5 ̆ῃ ᴑҙ ᴆ⇔  VMwarê NYSE: VMW̃ҍῃ ᾢ Ԑ

Ⱶ ᶫ Ԑ ᵬ̆ ῍ Ԑ Ⱶ —— Ԑ  Stack-V 

ᶏט֜ ̆ғ ᵬ Ȃ ᵬ ̆ Ԑ ԍ IaaS 

̆ VMware ȁ ȁ Ữ ᾢ ᴨ̆ל Ҭ

Ⱶ֟ ץ̆ ȁԑ ῍ Ԑ ‗ ῍

Ȃ 

 

Stack-V ץ ⁞ ᴑҙ҉Ԑ ̆ Ḃ ץ ⱴ ȁḂ

ҙⱵ Ὲ Ԑ̆ Ӟ ү Ԑ Ԑ ‗ ̆ Ԑ ȁ ȁ

└ ҙȁD ҙ ҙ Ԑ Ⱶ ⱬȂᵬҹ ᾢ Ԑ Ⱶ ᶫ ̆ Ԑ

ῤῈ Ԑ֟ Ⱶ ץ ᾢ ᴨלȂ ╠̆ Ԑ

Ҭ ҆ Ⱶ ̆ ԅ ᴧ ᴑҙ ̆ ҉Ӟ ԅ

֤ȁ҉ ȁ ῃ Ȃ 

3.  GOOGLEԐꜚ  

Ȃ 
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4.   AzureԐꜚ  

4.1  ӟ+ =Azure ⱬ UP 

Azure ⱬԍ Ḡ Azure҉ ҙⱵ ץ Ȃҹԅᴨ

Azure ױז̆ ֒ ᵬ̆≠ ӟ ̆ ᶏ

╠ Ȃ 

2018 ץ∆ ̆Azureѿ  ̆

ᴆ ȁ ᴆ/BIOS ᵬ Ҭ₮ ȂṢꜛ Ăzure

׆ ̆ ᵞԅ 50˿Ȃ 

̆ ѿ ׅ̆ ᵥ≠ Ҭ

Ḥ ӊ Ȃ ԍ ̆ ԅ

ԍ ӟ ̆ ҍ ꜚ ̆

ԅ ȁIO CPU ᴆ ’ ҬȂ 

Azure ҍ ֒ ӟ ̆

₮ ӊ╠ ᴋⱵ׆ľ Ŀ ҉ ₮ ̆ Ӟ

Azure҉ ᴆ Ȃ 

≠ ҩ ̆ └⌠ԅ ᵞȂ׆ ̆

׆ ᴋᵥ Ȃ Ҭ̆ Ḡ

Ȃ ̆ ᴪ Ả₃ ̆ Һ Ȃ

ᴋⱵ ᴪ Ả╠ ₃№ ῤ ⌠ Ȃ 

5.  Ԑꜚ  

5.1  Ạ ̆  

ѿ שּׂ ῤ Ḥ ԅ CTO ᴋ Ԑ Ԋҙ ̆

Ԑ ԅҩ῏ Ȃ Ԑ

₮ᴋ ̆ Ԋ Ὶ CEOԚ ȂԚ ᴆҬ

̆ Ȃӊ ľ Ŀԋ ̆ ҹ

ṿ TOP10ӊѿ ̆ 2005 ⱴ῀ ᴋ̆

ז̆ ט ȁ ⇔ ⱳҌ Ȃ 
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ң ╠̆ ῾Ḥ ῀ Ԑ ⅞ ̆ ᾟ№ ԅ ҉

₃Ӎ Ԑ Ԑ ‗ Ȃ ̆ ҹ ῾Ḥ

̆ ᾢ ץ̆ ֟ Ὶ Ȃ ̆ ῾Ḥ

Ԑ EasyStack̆ Ҭ ҩ Ⱶ҈῾ OpenStack ῾ḤԐ̆ ץ

OpenStackȁCeph ҹ Ԑ ̆ ҹ ҙ ᶃ ᶛȂ 

2.  Easystackꜚ  

2.1  EasyStackꜛⱬҬ ├ Ԑ  

ᵬҹ ├ ҙ ҩ OpenStack ֟Ԑ ᴑҙ Ҭ̆ ├ ԅ ECS ԐᴑҙԐ̆

Ԑ Ӟ ҙ Neutron AZ № Ԑ Ȃ 

Ԑ Ҍ ῀̆ ├ ҙ Ḥ ׆ ⌠

ԅ ̆ ├Ὲ ᴰ IT ⌠ Ԑ҉̆

ꜚԐ Ȃ 

׆ 2017 ̆Ҭ ├ ꜚԅץ OpenStack ҹ ֟Ԑ ̆ ҹ

Ҭ ѿ ֟ Ҭ OpenStack Ԑ ├Ὲ Ȃ ̆ ֟Ԑ Ҭ̆

Ҭ ├ ԅ Neutron Availability Zone(Neutron AZ) ̆Ӟ ҹҬ ҙῤ

Neutron AZ № ᴑҙȂ ץ ̆ ⇔ ̆Ҭ ├ң ⇔ԅ

ҙ ᾢ Ȃ 

2.2  EasyStackꜛⱬ ├Ḥ Ԑ  

├Ḥ EasyStack ECS ԐᴑҙԐ Ԑ ̆ ├Ḥ

Ӟ Ҭ ├ ҙ ѿ Ԑ ᴑҙȂ 

ᵬҹ ῤ ѿΐ Һ ҉ Ὲ ȁҬ ᴑҙ ҉ Ὲ Ḥ ҙⱵ

Ḥ Ⱶ ̆ ├Ḥ ῤ ├Ḥ ⱵҒҙῈ Ȃ ̆ᵬҹ

Ҭ ├ ҙ ̆ ├Ḥ Ӟ Ҭ ├ ҙ ѿ Ԑ ᴑҙȂ 

ᵄ ҙⱵ⇔ ̆ ├ ҙ ῀ Ȃᵬҹף ῤ ├ҙ

̆ ├֜ ҹҬ ΐף ├֜ ̆ 2018 ̆֜

⌠ 1350ַᾝȂῒҬ̆ ├֜ ̆ ῤ ├Ḥ ⱵῈ ——

├Ḥ Ὲ ̂ ├Ḥ ̃ ├֜ ├֜ ȁ҉ Ὲ

Ḥ Ὲ ȁ ῏ ҙⱵȂ 
9 
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̆ ├Ḥ ᴪ ᵬ ⌠Ԑ ҉ Ҍ̆ Ԑ ῀

ҙⱵ ӊҬ̆ Ὲ ҙⱵ⇔ ̆ Ὲ Ȃ 

2.3  Ṣ EasyStack Ԑ  

ᵬҹҬ ├ҙῃ ᾢ Ⱶ ̆ ץ ҹҬ ̆

Ҭ ̆ҹҩֲ ᶫ ᾢ ⱵȂҍ ̆ Ḥ

῀̆ ⇔ ̆ Ḥ ꜚ ├ҙⱵ ҉

⅞ Ȃ
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№ ľ5G ף Ԑ Ŀ҉̆Ӝ Ԑ ҙ Ԑ ԅ ̆

Ҭ ȁ ֒ң ᵬᴩᵄ №֣ԅľ Ŀ ῤ ̆ҹ ҙ└

ᶫ ᶃ ‗ Ȃ 

 

Ҭ Ӝ̆ Ԑ ȇץ ҙ Ԑ ҙ ȁ

ȈҹҺ ԅ№֣Ȃ ҙ ҩ ̆ ľֲȁ ȁ

ȁ ȁ ȁ Ŀ ̆ ERPȁWMSȁEMSȁMES ̆ ҙ Ԑ

Ҭ̆ ‗ ֓ Ҭ ֓ ȁ Ҭ ̆ ֓Ҍ

ᵥ ᵬ̆ ѿҩ׆ ҙ ⌠ ̆ Ҭ̆
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№ ԅҌ ̆ ₮ ̆ ᵥ ԍ ҙ IOT ῒז

̆ ѿҩ ETSI MEC ‰ȁῚ ҙ ȁ ᴆ ᴆ ȁ Ҭ

ҙMEC Ȃ 

҈ȁ Ԑ ῃ ꜚ  

1.   

1.1  Һ ῏ ֟  

12 5 ̆ Ὲ ֤ ľ Ԑ Һ

῏ ֟ ¥ ᵬ ת Ŀ̆ ᵬᴩᵄ

῏ ̆ Ԑ Һ ῏ ֟ Ȃ Ҥ ȁ Ὲ

ȁ ◐ / Ԑ ȁ ◐

₮ ᴪȂ 
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ῃȁ ῃȁ ᵬ ȁ Һ ȁWeb ̉ ᴆ ╠

Ȃ 

̂ADLab̃ 2015 ҍ ҹ ῃ ᵬ̆

ֽ ֜ ᵩҩ ῃ Ȃ2016 ̆ ῀ ҹ Cloud DC Open 

⇔ ⱲῈ ̆῍ Ԑ ῃ ‗ Ȃ2017 ̆ ⱴ῀ ҹ ῃ

ҙ Ȃ ╠̆ ̂ADLab̃ CNVD/CNNVD/CVE ⇔

1500ҩ̆ ҈ CNCERT ῃҒ ᵬҬ

ѿ ̆ ⌠ ҍ ҙ ⱬ Ȃ 

1.3  TSOC Ῥ ῀ Gartner SIEM ⱬ  

̆ IT Gartner ԅ 2018 ȇMagic Quadrant for Security 

Information and Event ManagementȈ ̆ TSOC Ῥ ῀ Gartner SIEM

ⱬ ̆ ң ҹ֒ ѿ῀ Gartner SIEM ῃ ˻ 
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2018 ̆Gartner ԅ SIEM֟ ῀ ׆̆ 200 ⱴ

⌠ԅ 330 ҩ ̆ ⱴ ԍ ῃ ֟ ABĈAIȁBig 

DataȁCloud̃ ȁῃ ץ ⱬȂ TSOC

̆ ԍ ӟ ῏ ȁ ᵣ ҹ№ ̂UEBÃ ̆

Ҭ ԅ ῃ№ Ȃ TSOC ῤ

2000 ҙ ̆҉ ҩ / ᶛ̆ ῃ ȁ Ḡ 2.0ȁ

GDPR ȁISO27001 ‰ Ҋ̆ TSOC

Ḥ ῃ Ҭ Ҍ ᵬ Ȃ 

1.4  Ԑ ḤꜛⱬҬ ᴑҙ⇔  

12 13 ̆ ҙ Ḥ ȁ ֲ ̆ Ḥ ҺⱲ

ῃ Ҭ ᴑҙԐ Ⱶ ᴪ ҽ Ȃ Ҋᴑҙ ῃԐ -Ԑ

15 
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Ḥ ֦ ̆ ԅҬ ᴑҙ Ȃ 

 

 CERT ̆ ҉ץ 90%  ᴑҙ ῃ ῃ Ȃ Ԑ

Ḥ Һ Ҭ ᴑҙ ῃ ῃԐ Ȃ ӯ Ⱶ ȁ

ȁӞ Ғҙ ῃ ֲ ̆ ῀ԑ ̆ ῃ ⱵȂ 

1.5  VenusEye- Ҭ ῃ ῀ᶃ  

Ҭ ̂VenusEyẽ ẁⱬ ȁ№

ȁ ȁ ҹѿᵣ Ⱶ ̆ ῃ

Ҭᵣ ̆ ῤҹ Ҍ ľ ĿӊѿȂ 

 Ҭ ̂VenusEyẽ ȁ № ȁ ȁ

ȁֲ ᾢ ̆ ֟ ᶫ Ḥ Ȃ ԍ Ҭ

̂VenusEyẽ ץ ᶫ ȁ ȁ Ғҙ№ ⱬ̕ Ҭ

̂VenusEyẽPortal Ὲᴧ ᶫ Ⱶ ̆ ᶫ SaaS APIȁ ȁ

‰ȁ Ҭ ̂TIC̃ ȁ֟ Ⱶ ‗ ̕

ȁ№ ȁ ₯ ȁ Ⱶ ȁ ‗ Ҭ

Ȃ 

2.  Ḥ  

2.1  Ḥ EDRꜛⱬ´ ҙḤ  

Ḥ ҙ Ḥ Ҭ ҺⱲ ľ ´ ҙḤ ᴪĿ

16 
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ľ ῃ +Ŀᵣ ̆ ҹ ȁԐ ᴑ

ᶫѿᵣ ῃ Ⱶ ‗ Ȃ 

 ῒҬ Ԑ ῃ ‗ Һ ῃ ⱬ ̆ ᶫү Ԑ

ῃ Ⱶ̆ ꜛ ׆ ȁҺ ȁ ҩ ̆ ῃ Ⱶ ̕

≠ ꜛ ԅ ҩԐ ῃ ̆ל ̆ ⌠

ῃ Ⱶ̆ ̕ ҩ ῃ Ⱶ ꜚ ט֜ ̆ ῃ Ⱶ֜̆ט

ҙⱵ Ȃ 

6.   

6.1  EDR  

Һ EDR2.0.7 ̆ ®Һ ῃ ѿ ԅү

ҍⱴ ȁ ҍⱴ ⱳ Һ ῃ֟ Ȃ ®Һ ῃ

Һ ᴆ ̆ ҙ ᾢ יּ Ғ Ғ ⱬ̕ ῤ қ

̆ ҍ ̕ Ἕ̆ ῃ ғ ѿ ̕

Ҁḱ ȁ ȁ ᴆ ȁ ҍ Һ ῃ ⱬȂ ╠֟

Ⱶ ȁ PCȁ ȁ ȁ ֟ ᵬ ȁ ῃ ҩ Ȃ ⱳ

֟ ȁ ҍ ȁ ȁҺ ̂

ѿ ȁқ ѿ ̕ ӈ ↕ Һ Ḥ῏ ̃ȁ

Ữ └ȁ Web ȁ ῃ ȁ №   

ⱴ ⱳ ̔ ȁ ȁ ҍ

ⱬ ꜚ ꜚ ₮῀ Ȃ 

7.  360 

7.1  360ᴑҙ ῃ IDC ҹҬ  

11 30 ̆ Ὲ IDC ԅ 2018Ҭ ῃ Ⱶ Ȃ

3̆60ᴑҙ ῃ ҹҬ ̆ҍ ╠ ῃ

֟ № ѿ Ȃ 

╠̆360 ԅ Alpha № ȁ ——TIPȁ

ҙ —— ȁ № ⱵȁԐ SaaS API ҩ ֟

19 
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ῃ̆ ԅ ῤ Ⱶ Һ ̂ ȁ

ȁ ᴆ Ⱶȁ ῃ֟ ̃̆360 ȁNGSOCȁ ל ȁ360

ȁEDRȁԐ ῃȁ ῃ ῃ֟ Ⱶ ԅ ⱬ̆ ғ

ҹҌ ᶫ └ ҙ ‗ ט֜̆ ⱳ ҙῤ ᾢ ᵝȂ ̆360

Ҭ ץ ҈ ₮ ⱬ̆ ҙ ᵣ ῃ Ȃ 

IDC ҹ 3̆60ᴑҙ ῃ ῃ Ⱶ ғү ᴨלȂ ԍ

ῤ ῃ ᴆ ̆ ᶫ ȁҺꜚ ȁ ᴆḤ ȁ

ῃ֟ ̂ ῃȁ ȁ ל ȁ ̃ ₯ ̆

῏ ∞ Ἕ̆ ᶫḤ ғ ῃ  IP Ḥ ̆

₯ ȁ ᵀҍ Ȃ ᵬҹ ֟ ̆

₯ IOC Ȃ 

8.   

Ȃ 

9.  Fortinet 

9.1  ᾥ Fortinet ₮Ԑ ῃ Ⱶ 

̆ ῃ ᾥҍ ꜚ ῃ ‗ Fortinet ᵬ

ᴩᵄ ̆ Fortinetҙ ᾢ Ҋѿף ̂NGFW̃ⱳ ⌠ ᾥԐ ῃ Ⱶ

Web Security Servicê WSS Ҭ̃̆ ғ ᾥ ҙ ᾢ Ḡ ‗ ⌠ Fortinet 

Security Fabric ҬȂ 

ᾥWeb Security Servicê WSS̃ ѿ ԍᶏ Ԑ֜ט ῃ Ⱶ̆

̆ Ḡ └ ҹ̆Ԑ ҉ ῏ ҙⱵḤ ᶫ ῃḠ ̆ ғ

Ȃ ҙ ᾢ Fortinet FortiGateҊѿף ҍ ᾥWSS ̆ ֟

ҹ Ҭ ᶫ ῃ Ԑ ⱳ ѿ ‗ Ȃ ⅞ ᾥ ҙ

ᾢ Ḡ ‗ ⌠ Fortinet Security Fabric Ҭ̆ҹ ᶫ ̆

ғ ᴆ ₯ ꜚ ȂҌֽ ̆Fortinet SD-WAN ԑ

ᵬ Ӟ ᾥ ᵬᴩᵄ ⅞̂ TIPP̃ Ὶץ̆ ᾥWeb Security 

Service ῃ ⱵȂᵬҹ ᵬᴩᵄ ѿ №̆ ꜚȂ

20 
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ᵬ ҹ ᶫ Ԑȁ ᴑҙ ῃ ⱳ Ȃ 

10.  Checkpoint 

Ȃ 

ȁ ῃꜚ  

1. RancherȁARM ₮ ȁ ȁK8S  

 

2018 12 11 ̆ᴑҙ Kubernetes Rancher LabŝץҊ Rancher̃

ҍ Ὲ Arm ᵬ̆ץ Ȃׂ ̆

Rancher Kubernetes Engine (RKE)ץ Rancher OS ⌠ Arm̆ Rancher Ⱶ

ץ Ҭ x86 ץ̆ Ҭ Arm ̆

ҹ Arm x86҉ Kubernetes ᶫԅῃ ҩ ‗ Ȃ ᶏ

R̆ancher ᶫ ᴑҙҬ Kubernetes ⌠ ‗ Ȃ ӊ R̆ancher

Arm ҹҬ ᶫ ԍ Kubernetes ‗ Ȃ 

 ľArm Һ Neoverse ҹ ץ ַ҆ ⱬ ᶫ

ԅ ᴨלĿ Ărm ᴆ ‗ Kevin Ryan ľ̔Armҍ Rancher

ᵬ ҉҆ ԅ׆Ԑ ⌠ Neoverse ⱬ ȂĿ 

2. Kubernetes 1.13  

Kubernetes 2018 ῤ Ӟ ѿ -Kubernetes1.13 ˻ 

῏ Kubernetes ҍ ̆ῒҬ Ữҍ ῏ ҈
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Һ ⱳ Ȃ Ҭ ̔≠ kubeadm

ȁ Ữ ̂ CSĨץ CoreDNSᵬҹ DNSȂ 

֓ ⱳ ף ҹױ ץ ֲ

Ȃ ̆ ױ ₮ѿ ↓ῤ alpha ⱳ ̆ ֓Ӟ

Ҭᶫ ᶏ Ȃ 

ṿ ῒ ⱳ ̔ 

�9 ҈ ᴆ ῀ alpha Ȃ ׆ kubelet Ҭ

− ҍ ῏ ׆̆ ѿ℗ ᶛ

Ȃ 

�9 Kubelet ᴆ Ύ ҙ Ȃῒ ѿ

Kubelet ᴆ ̆ ≠ Ҍ ᴆ̂ᶛ ᴆȁCSI ҍ

CNI ̃ҍ Kubeletӊ Ḥ Ȃ 

�9 № ⱳ ╠ ῀ Ȃῒᶏ ≢₮ Pod

№ ᴆ̆ᶛ Ȃ 

�9 APIServer DryRun ῀ beta Ȃ ⱳ ľ Ŀҍ

׆ kubectl apiserver̆ ḱ ╠ ⌠ ‗ bugȂ 

�9 Kubectl Diff ῀ beta Ȃῒᾛ ѿ kubectl ץפ

ҍ ꜚ ╠ ӊ Ȃ 

�9 ᶏ ӄ№ Ữ ῀ beta Ȃῒ ѿҩ ӄ№

ᶏ Ữ ̂ ̃ ҹ ᶫ Ȃ 

3. Kubernetes ῃ  

Kubernetes ₮ ῃ ̆Kubernetes֟ ῃ ̆ Kubernetes API 

Server ̆  Rancher Laba Darren Shepherd ̆

ҹ CVE-2018-1002105Ȃ 
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҈ Ὲ῍ԑ ῃ ᶭל Ҥ ̆ Ҥ ῃԊᴆȂ

ῒҬ̆ Ԋᴆ ȁԐ Ȃׂ ҈ ῃ ҙ῍

ῃ 3397҆ҩ̆ IP ȁ 653҆ҩ̆ ȁ

ὅ ȁ 2611 ҆ҩ̆ ῃ ῃ 4.8 ҆̆Һ ȁ

ȁ ῃԊᴆ 127҆ҩ̆ῒז ῃ 1҆ҩȂ 

Ḥ Ҋѿ ᵬᵬ₮ ̆ ԅ ῏ ᵬ ̆ Ḥ ᴑҙȁ

ᵝ ꜚ Ғ ᵬȂ ꜚ ῃ ̆

Ȃ 

3. iOS 12.1.1 ̆ḱ ԅ ȁRCE

 

Apple ԅῒ ֟ ̆ iCloudȁSafariȁiTunesȁmacOS MojaveȁHigh Sierraȁ

SierraȁiOS 2.1.2 ȁtvOS 12.1.1ץ iOS 12.1.1Ȃ ḱ ԅ ῃ

̆ ף ȁ Ḥ Ȃ ̆ ҉ ᴋᵥ֟ ̆↕

Ȃ 

̆iOS 12.1.1 ḱ ԅ  ID ҳ ᶏ ̆ḱ ԅ ľḤ ĿҬᶏ

Ҭ ῀ ̆ ̆ ғ ‗ԅľ

Ŀ ҉ᴰ iCloud Ȃ 

4. SNDBOX҉ ̔ ԍ AI ᾧ ᴆ  

Blackhat Europe ᴪ҉ ₮ԅѿ ҹ SNDBOX ᴆ№ Ⱶ̆ Ⱶ≠

ֲ ᴆ ꜚ № Ȃ № №ᾛ ҉ᴰ

֜ ᴆ Ḥ ̆ ᴆᾝ ȁ Ḥ Ȃᶏ Ҍ ΐ ץ

֓Ḥ S̆NDBOX ᶫ Ӟ Ҍ Ȃꜚ № № SNDBOX ⱬ ᵬ

Ȃ № ̆SNDBOX ⇔ ᴆ ץ ᴋᵥ API ȁ Ύ

ץ WMI Ȃ 

ľ Ŀ №ᾛ ҉ᴰ ᶛ ȂAI ᴋᵥ Ḥ

ῒ↓ Ҋ̆ ᶏ ҉ᴰ ץ Ҍ Ȃ

SNDBOX Ḥ ᴪ ҉Ȃᶛ ̆HTTP POST Ҍᴪ ת

25 
 



ῤ Ԑ+ ῃꜚ 2018 12                                  Ԑ ῃԊҙ  

ҬȂҌ ҉ᴰ Ҋץ SNDBOX Ḥ JSON Ȃ ̆

SNDBOX ֓ ᴆ№ ֲ ֓ ױז ҉ ᴆ ֲ

ΐȂ 

5. CNNVD῏ԍ ҩ ῃ  

̆ ԅ ҩ ῃ Ὲ ̆ Microsoft Internet Explorer ῃ

̂CNNVD-201812-458ȁCVE-2018-8619 ȁ̃Microsoft Excel ῃ ̂CNNVD-201812-466ȁ

CVE-2018-8597̃ ҩ Ȃ ⱳ≠ ҉ ץ ҉ ᴋ ף Ȃ

ҩ֟ Ȃ ╠̆ ḱ Ҁ̆

⌠ ̆ ḱ Ȃ 

6. Ғҙ ᴑҙ  Windows 10  Windows 

Sandbox 

Ғҙ ᴑҙ  Windows 10 ԅѿҩ  Windows 

Sandbox̆ץ ῃ ᴆȂWindows Sandbox ѿҩ ҳ ̆

ץ ҌḤᴋ ̆Ҍ ᴪ Һ Ȃ  Windows 

Sandbox Ҭ ᴪ  Sandbox ѿ̆  Sandbox ῏ ̆ ᴆ ᴪ ӄ

− Ȃ  Windows Sandbox̆ ᾢ  Windows 10 Pro  Enterprise build 18305 

̆  BIOS ⱳ ̂ ̃̆  Windows 

Features ⌠ Windows Sandbox̆ ⌠ Windows Sandbox Ȃ 

7. 
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⅞ȁ └ȁ ̕ ῃ ̆ ⇔ ₮ľ1+3”

ҽ ̆ ѿҩ ҙ └ ⇔ ȁ֟ҙ ȁ ῃ ҈ҩ ᵣ Ȃ 

8. ḤⱲ ȇ Ḥ Ⱶ Ȉ 
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